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COMMERCIAL CRIME INVESTIGATION UNIT : SAFETY TIPS
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Always protect your PIN!!!!!!!!!!!!!(USE YOUR WALLET/HAND  TO HIDE THE       KEY-PAD WHEN  ENTERING YOUR PIN NUMBER)
AT ATM’S…

Be vigilant. Carefully scan the area for suspicious characters. Do not be
Fooled by people who are well dressed and eloquent. Fraudsters often pose
as custodians of the bank.
Emphatically refuse ANY assistance offered from any person.
Do not  allow people to look over your shoulder or press any of the
keyboard keys of the ATM whilst you are busy.
If you are remotely suspicious, postpone using the ATM until it is safer to do so.  
If you suspect your card has been compromised, cancel it immediately.

Check the machine for any attachments, often the crooks would position skimming devices or pin-size cameras at the ATM to obtain your details.
If your card is not returned, check the ATM slot for a strip of x-ray material
which is glued inside with the intention of ‘trapping’ your card.
Do not allow your card to be swiped through any device.
FOLLOW YOUR CARD!!! This is one exercise which could save you thousands of rands. It takes a fraudster or a waiter two seconds to swipe your card through a skimming device in order to reproduce a cloned version of your card. 
Ensure you are present to monitor the transaction at the point-of-sale device.
 “ACCOUNT TAKEOVER” -    Be careful when being informed that one of the companies you are doing business with, has changed their account details. The fraudsters would thoroughly research these details and request you pay the exact amount owing into a new account, one they are the beneficiary of. Confirm with the company whom you are paying, it is in your best interest to do so. 
419 SCAMS
419 SCAMS OR ADVANCE FEE FRAUD – has become a major problem. Members of the public are regularly inundated with e-mails or sms’s informing them that they have one or other competition or lotto which they know they have not participated in. 
This is what an SMS could commonly look like:

“Congratulations! You have won R500, 000.00 in the GCL Bonanza held in LONDON, UK Ref No 01130SA. Contact David on 083 589 0957 to claim your prize. T & C Apply.

2011/08/01   02:26:33 AM (+02:00)”
It is the aim of the fraudster to get you to pay as much fees “in advance’ before the scam is exposed.
IF YOU HAVE NOT PARTICIPATED IN ANY COMPETITION THEN HOW COULD YOU BE A WINNER!!!!

BUYING AIRTIME FOR THE COMPANY WITH WHOM YOU HAVE WON IS ALSO A DEAD GIVE-AWAY. 
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	CHEQUE FRAUD

 Never sign blank cheques. File away cheques with your statements in a secure
 place as they  provide a copy of your signature. Shred cheques if you wish to 
 dispose of  it. 
 Report losses  immediately and always ensure the integrity of staff.

 Do not use ink on cheques which can easily be erased, to complete cheques 
 use a ballpoint pen  or an inkjet printer.

 DO NOT MAIL CHEQUES!! As the syndicates have placed people strategically to 
 intercept them. Effect a direct payment or conduct an electronic transfer  into  
the intended account. Check the authenticity of the ID which accompanies 
 the cheque payment i.e. Compare the face; has the photo on the ID document 
 been tampered with; you can even request the person’s Driver’s license to 
 compare the two; Retain a copy of the ID and  confirm the contact details.

 BE ALERT WHEN LARGE CHEQUE TRANSACTIONS ARE DONE JUST BEFORE THE 
 CLOSE OF BUSINESS.

INTERNET FRAUD

 AVOID!!!!! Doing banking on computers to which the general public has access.

 It is the intention of the fraudster to gain access to your password and account 
 details. 

 This is done by :

 a)    placing key loggers on the tower (keyboard input) to record all your 
         keystroke information. 

                   b)    sending you an e-mail with key logger software as an attachment.
  c)    Phishing : sending you an e-mail that appears to come from e bank (all 
         logos and  colours  present)

 d)   Sim-Swop: victim’s cell-phone is number is obtained by posing as the owner 
        and reporting the cell stolen to the Cell-phone Service Provider. This renders
        the victim’s cell useless whilst the fraudster intercepts the One Time 
        Password (OTP) sent by the bank for the online transaction.                                                                                                                                       

 NB!!!Do not open e-mails if you are not familiar with the sender. 
 NB! No Financial Institution would request your login details via e-mail.

 Remember to install up-to-date anti-virus and anti-spy software.

 Install adequate Phishing Filters. Do regular checks for foreign software. 
   COMMERCIAL BRANCH
                          TEL NUMBER

FAX NUMBER
   Middelburg


(013) 249 1422

(013) 249 1030

   Nelspruit


(013) 752 1033

(013) 752 6462

   Durban

                        (031) 325 4713

(031) 3254717

   Pietermaritzburg
                        (033) 845 8534

(033) 845 8529

   Potchefstroom

                        (018) 299 7633

(018) 299 7628

   Klerksdorp


(018) 464 5360

(018) 464 5365

   Mafikeng


(018) 397 0323

(018) 397 5589

   Germiston

                        (011) 201 9700                                  (011) 201 9758

   Johannesburg

                        (011) 870 5312

(011) 870 5322

   Pretoria


(012) 401 3349

(012) 401 3363

   Limpopo


(015) 290 6180

(015) 290 6170

   Oudtshoorn


(044) 803 4516

(044) 803 4680

   Western Cape

                        (021) 918 3000

(021) 918 3306

   Kimberley


(053) 839 2824

(053) 832 1401

   Bloemfontein

                        (051) 503 2802

(051) 503 2909

   Thabong


(057) 916 6510

(057) 352 1350

   Bothlokong


(058) 307 5918

(058) 307 5903

   Umtata

                        (047) 505 5131

(047) 532 2912

   Port Elizabeth

                        (041) 504 5092

(041) 504 5093

   East London

                        (043) 743 8479

(043) 742 5344
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